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ABSTRACT Ubiquitous connection to modern vehicles is mandatory to support diverse intelligent func-
tions, including autonomous driving, telediagnosis, infotainment services, and others. Since the deployment
of the cellular access points is still scarce in rural areas, the low earth orbit (LEO) constellation-based com-
munication is believed to provide a realistic alternative. However, due to the long propagation delay and
limited satellite on-board processing ability, the design of security protocols in LEO constellations remain
challenging. Aiming at these challenges, we propose a secure user access and inter-satellite handover
mechanism, which achieves the control- and user-plane key separation. Specifically, our proposed scheme
exploits an identity-based encryption scheme with proxy re-encryption to achieve the key establishments
with high efficiency, and it also achieves the highly efficient secure batch handover with the assistance
of a stack. Detailed analysis is performed to demonstrate the security properties of our proposed scheme,
in terms of confidentiality, authentication, and forward/backward key separation. Furthermore, simulation
results illustrate that our proposed scheme achieves high computational complexity and communication
overheads in comparison with a traditional scheme.

INDEX TERMS LEO constellation, user access, handover, security.

I. INTRODUCTION

NOWADAYS, universal automotive connectivity plays
a critical role in supporting the smooth functioning

of intelligent vehicles, which commonly depend on cellu-
lar networks [1], [2]. However, cellular connectivity relies
on the pervasive deployment of terrestrial infrastructures,
which suffers not only the non-existent terrestrial 5G cell
towers in rural areas but also the service disruption in case
of natural disasters or emergency events [3], [4]. To address
these limitations, the integration of satellites into the cellu-
lar network provides an opportunity to the situation when a
vehicle roams out of the cell tower coverage, which assures
seamless vehicular connectivity [5], [6]. To date, Starlink has
launched about 1, 500 low earth orbit (LEO) satellites, whose

constellation orbits about 550 miles above the earth’s sur-
face. Even though the LEO satellites significantly reduce the
receive-and-transmit latency compared with the geostation-
ary earth orbit (GEO) satellites, each LEO satellite creates
a smaller coverage area, where a user has to suffer from the
continuous and frequent handover. Thus, to reach the full
potential of the satellite-integrated vehicular network in the
future 5G networks, several challenges have to be addressed,
such as secure user access and handover.
The first challenge resides in the secure link generated

between the involved entities, i.e., ground stations, satel-
lites, and vehicles. In a satellite constellation, the satellite
is no longer merely responsible for bouncing the signal
between two ground devices. Instead, the signal is assumed
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to be able to reach any place on earth through a few
satellite hops, regardless of the land obstacle and weather
condition. On the other hand, since an LEO constellation
needs to integrate with the 5G cellular system, the secure
link establishment should also support the separation of
the control- and user-plane signaling. Even though some
secure authentication and key establishment mechanisms are
proposed in [7], [8], they fail to take the separation of
the control- and user-plane into consideration. Therefore,
there is a high demand to design a secure user access and
key establishment scheme for an LEO satellite constella-
tion, which considers the control- and user-plane signaling
separation.
The second challenge is the secure and frequent handover

between different satellites. Specifically, an LEO satellite’s
orbital period ranges from 90 to 110 minutes, and each
connection duration between an LEO satellite and a ground
station is 5 to 15 minutes over 6 to 8 times per day [9], which
leads to the consequence of frequent handover. Meanwhile,
some secure handover authentication protocols are designed
in [8], [10], [11], which realize both the mutual authen-
tication and session key agreement during the handover
processes. However, these schemes only consider one satel-
lite hop case, i.e., the satellite directly connects to both the
ground station and the vehicle. In an LEO satellite con-
stellation, the vehicle may connect to the ground station
through multiple satellites, and the secure handover mecha-
nism should also include the inter-satellite links. Thus, there
is also a requirement to design a novel secure and efficient
handover mechanism, which considers the case of multi-hop
satellite transmission.
Based on the above analysis, the main goal of our proposed

scheme is to develop a secure user access and handover
mechanism in an LEO constellation. Specifically, the main
contributions of this paper are as follows.
Firstly, the proposed scheme achieves the highly effi-

cient secure key establishments during the user access
phase. Specifically, by generating one identity-based cipher-
text tuple, the proposed scheme can achieve both the
control-plane key establishment with the accessing satel-
lite and the user-plane key construction with the ground
station.
Secondly, the proposed scheme achieves the secure batch

inter-satellite handover. With the assistance of a stack, the
proposed scheme structures and delivers the involved vehi-
cles’ key generators with high efficiency, such that the
control-plane keys shared between the users and the target
satellite can be successfully established.
Thirdly, we demonstrate the security properties of the

proposed mechanism, in terms of confidentiality, authentica-
tion, and backward/forward key separation. We also compare
it with a traditional scheme, and the evaluation results
show that our proposed scheme significantly reduces the
computation and communication overheads.
The remainder of this paper organizes as follows. We intro-

duce our system model, present our security requirements,

and identify our design goals in Section II. In Section III,
we show the bilinear pairing technique and describe the
secure handover process defined in the 3GPP 5G standard.
In Section IV, we present our proposed secure handover
key establishment and handover mechanism in an LEO
satellite constellation. Security analysis and performance
evaluations are shown in Section V and Section VI, respec-
tively. Related works are described in Section VII, and we
conclude the paper in Section VIII.

II. SYSTEM MODEL, SECURITY REQUIREMENTS, AND
DESIGN GOALS
In this section, we first describe the system model, then show
the security requirements, and further identify our design
goals.

A. SYSTEM MODEL
LEO satellites can play a dominant role in extending 5G con-
nections to remote areas outside the cellular networks, which
function as an access network to the 5G core network through
satellite connectivity. We consider the scenario when a vehi-
cle roams out of the 5G core network coverage and migrates
to the LEO satellite connectivity. The system includes three
entity types: vehicles, LEO satellites, and ground stations.

• Vehicle: The vehicle under consideration moves through
a rural environment without the terrestrial 5G cellu-
lar connectivity. Meanwhile, each vehicle owns the
satellite communication capabilities (i.e., with a vehicle-
mounted VSAT), enabling two-way satellite-ground
communications. Besides, each automotive is commu-
nicating under the elevation angle of 40 degrees [9].

• Satellite: Each LEO satellite acts as a communica-
tion gateway between a vehicle and a ground station,
and the LEO satellites communicate among them-
selves using the inter-satellite links. Meanwhile, a
majority of modern satellites operate as relays, which
frequency-convert, amplify and forward the received
control-plane and user-plane signals. Furthermore, we
assume the inter-satellite transmissions are realized
through the narrow beam laser [12], [13]. Besides, we
assume the LEO satellites are orbiting at an altitude of
550 km. In addition, we assume each LEO satellite is
launched by a satellite company and rented by multiple
mobile operators.

• Ground station: A ground station connects to the core
terrestrial 5G cellular network. Meanwhile, we sup-
pose the ground station communicates with satellites
at 10 degree of elevation [9]. In addition, we assume
the ground stations are also deployed by the satellite
company and rented by multiple mobile operators.

The system model includes two phases, as shown in Fig. 1.
(The figures are not with the real proportion.)

• Connection Establishment Phase: As shown in Fig. 1(a),
when a vehicle roams out of the terrestrial 5G sig-
nal coverage, the vehicle connects to the core network
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FIGURE 1. Illustration of the Handover Process.

through the accessing satellite. Meanwhile, the access-
ing satellite may connect to the ground station via one or
a few satellites. In addition, the ground station connects
to the 5G core network.

• Inter-Satellite Handover Phase: Since the moving speed
of a vehicle is negligible compared with the high-speed
orbiting satellite, the frequent satellite handover happens
due to the change of covering satellites. As illustrated
in Fig. 1(b), the connection of the vehicle to Sata han-
dovers towards a new satellite Satb. Since Satb cannot
directly communicate with the ground station, the new
connection path from the vehicle to the ground station
passes through both Sata and Satb.

Note that in our proposed scheme, the user needs to estab-
lish a secure user-plane session key with the ground station,
regardless of the intermediate satellites; meanwhile, the user
only constructs a secure control-plane session key with the
accessing satellite. The proposed scheme can also adapt to
the scenario: when the ground station deployment is insuf-
ficient, Satb can connect to the ground station with the help
of other satellites, like through Sata.

B. SECURITY REQUIREMENT
In the threat model, we consider the satellites are
honest-but-curious, that is, each satellite follows the defined
protocol, but it tries to infer the content passes through it.
Meanwhile, we assume a satellite can be rented by multiple
(terrestrial) 5G core networks owned by different mobile
operators. Furthermore, we assume there exists an attacker to
eavesdrop and modify the data transmission, and we assume
the control-plane signaling between the satellites is confi-
dential by itself, by exploiting the narrow beam laser [12],
which is assumed to be secure when the beam is narrow
enough. On the other hand, some security-enhancing tech-
niques like data fragmentation multi-path transmission can
also be utilized for a free-space optical system [14], to
protect the confidentiality of the inter-satellite links. In addi-
tion, we assume there is no collusion between the satellite
and the ground station. Specifically, the proposed scheme
should satisfy three security requirements: confidentiality,
authentication, and backward/forward key separation.

• Confidentiality: The control-plane data transmission
between the vehicle and accessing satellite should
achieve confidentiality. The user-plane data should
achieve confidentiality between the vehicle and the
ground station, regardless of the intermediate system.

• Authentication: Before the key establishment process,
all the involved entities should mutually authenticate
each other. Meanwhile, the receiver should verify the
correctness and origin of the message.

• Backward/Forward Key Separation: For the system
under consideration, when a new satellite joins the trans-
mission process, it should not recover the previously
transmitted control-plane signaling. On the other hand,
when a satellite leaves the transmission process, it
should not learn the control-plane data transmission
afterward.

C. DESIGN GOALS
Under the above system and security models, our primary
design goal is to develop a secure and efficient key establish-
ment mechanism during user access and inter-satellite han-
dover in the satellite-assisted beyond 5G system. Specifically,
the proposed scheme should achieve the following goals.
The proposed scheme should satisfy the above-defined

security requirements: If the proposed secure handover
scheme does not satisfy confidentiality, the user-plane data
transmitted between the ground station and the vehicle
may disclose to intermediate satellites. Meanwhile, the
control-plane signaling containing the user-specific identifier
and routing information between the vehicle and the access-
ing satellite may also leak. Besides, the security requirement
of authentication verifies the origin of each message and
guarantees its correctness. In addition, forward/backward
key separation guarantees that when a satellite joins/leaves
the transmission process, the satellite cannot decrypt the
previous/subsequent control-plane data transmissions.
The proposed scheme should achieve high efficiency: Since

the major obstacle for any satellite network is the propagation
delay due to the long transmission distance, the communica-
tion overhead introduced needs to be deliberatively evaluated,
especially the overheads of transmission links established
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between the satellites and the vehicles. Besides, the compu-
tation overhead introduced by the simultaneous handover of
a group of vehicles also needs to be reduced as much as
possible.

III. PRELIMINARIES
In this section, we first briefly review the security technique
of bilinear pairing [15], which is the basic cryptographic
building block of the proposed scheme. Then we show the
secure handover key management scheme defined in the
3GPP 5G security architecture [16].

A. BILINEAR PAIRINGS
Let G and GT be two cyclic groups with the same prime
order p, and let (g, h) be two generators of G. Meanwhile,
more details of the bilinear pairing construction can refer
to [15]. A bilinear map e : G×G → GT has the following
properties:
1) Bilinearity: ∀g, h ∈ G, and ∀a, b ∈ Zp, we have

e(ga, hb) = e(g, h)ab;
2) Non-degeneracy: There exists g ∈ G, which satisfies

the condition that e(g, g) �= 1GT .
3) Computability: ∀g, h ∈ G, there exists an efficient

algorithm to compute e(g, h).
Definition 1: A bilinear parameter generator Gen denotes a

probabilistic algorithm that takes a parameter κ as input, and
outputs a 5-tuple (p, g,G,GT , e) as the output, where p is
a prime number with |p| = κ , and G and GT are two cyclic
groups with order p. Meanwhile, g ∈ G is a generator, and
e : G × G → GT is a non-degenerated and computable
bilinear map.

B. SECURE MOBILITY MANAGEMENT IN 5G
In 5G network, the UE and the gNB use the key KgNB to
secure the established transmission link [16]. During the han-
dover process, the basis for the session key shared between
the UE and the target gNB called KgNB∗ , is derived from
either the current active session key KgNB or from the NH
parameter. In Horizontal Key Derivation, KgNB∗ is derived
from the currently active session key KgNB. While in Vertical
Key Derivation, KgNB∗ is derived from the next hop param-
eter NH, which is only computable by the UE and access
and mobility management function (AMF). Besides, only
the Vertical Key Derivation method can achieve the security
goal of forward key separation.
However, the secure handover key derivation process in

5G requires the constant control-plane signaling interaction
between the UE and the gNBs, which is unrealistic in the
context of satellite communications due to the high system
overheads. From the perspective of users, when a vehicle
roams out of the terrestrial 5G network, the vehicle will not
request the satellite network service unless necessary, partic-
ularly due to the scarce satellite bandwidth, high transmission
delay, and expensive communication costs.

IV. PROPOSED SCHEME
In this section, we propose a secure user access
and inter-satellite handover mechanism in an LEO
constellation-assisted beyond 5G system. Specifically, we
first describe the system initialization phase, then show
the user access phase between the user and the ground
station, and finally illustrate the inter-satellite handover
phase. Furthermore, a proxy re-encryption system with
identity-based encryption [17] lays the foundation of our
scheme.

A. SYSTEM INITIALIZATION
We assume the mobile 5G operator will act as a trusted
authority (TA) to bootstrap the entire system. Given a
security parameter κ , TA generates the bilinear parameters
(p,G,GT , e, g, g2, h), in which |p| = κ, (g, g2, h) ∈ G and
e : G × G → GT . Meanwhile, the TA selects a random
number α ∈ Z

∗
p, computes the generator g1 = gα ∈ G, and

generates the secret master key mk = gα
2 ∈ G. Furthermore,

the TA chooses another random number s ∈ Z
∗
p, computes

the system public key pk = gs ∈ G, and selects a secure
cryptographic hash function H, where H : {0, 1}∗ → Z

∗
p.

Finally, the TA announces the system parameters: params =
(p,G,GT , e, g, g1, g2, h, pk,H).

During the registration of a vehicle vi, the TA gener-
ates an identity-based secret key ski = g1/(s+H(vi)) for vi,
and securely transmits ski towards it. Meanwhile, during
the registration of an entity ej (i.e., a satellite or a ground
station), the TA selects a random number uj ∈ Z

∗
p and

generates an identity-based secret key, which denotes as
skj = (gα

2 · (g
H(ej)
1 · h)uj , guj). In addition, the TA calculates

the re-encryption key for vi, which is rkj = g
uj
1 . Finally, the

TA securely delivers the secret key tuple (skj, rkj) towards ej.

B. USER ACCESS PHASE
During the User Access Phase, we consider the construc-
tion of the control-plane session key between vehicle vi and
satellite Sata, and that of the user-plane key shared between
vi and ground station GS.
Step-1: Assume vi roams out of the 5G network, and

it intends to connect to the 5G core network through the
accessing satellite Sata. vi selects one secret number ki ∈ Z

∗
p

with two random numbers (ri,1, xi) ∈ Z
∗
p, and then generates

the ciphertext tuple ci = (ci,1, ci,2, ci,3), which is{
ci,1 = gri,1 , ci,2 =

(
gH(Sata)

1 · h
)ri,1

,

ci,3 = e(g, g)ki · e(g1, g2)
ri,1 .

(1)

Furthermore, vi selects another random number ri,2 ∈
Z

∗
p, and generates the identity-based signature pair σi =

(σi,1, σi,2) with the current timestamp TSi,1, which is⎧⎨
⎩

σi,1 = e(g, g)ri,2 ,

σi,2 = g
ri,2+H

(
vi‖Sata‖e(g,g)ki‖e(g,g)ri,2‖TSi,1)

s+H(vi) .

(2)

Finally, vi formulates a messageMsg1 = vi‖Sata‖ci‖σi‖TSi,1,
and delivers it to Sata.
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FIGURE 2. Message Flows during User Access.

Step-2: When Sata receives Msg1, it first decrypts the
ciphertext ci = (ci,1, ci,2, ci,3) with its secret key (ska,1 =
gα

2 · (gH(Sata)
1 · h)ua , ska,2 = gua), which is

e(g, g)ki = ci,3 · e(ci,2, ska,2)
e
(
ci,1, ska,1

) . (3)

Given the decryption result e(g, g)ki , Sata checks the cor-
rectness of (σi,1, σi,2), which is

e
(
σi,2, pk · gH(vi)

)
?= σi,1 · e(g, g)H

(
vi‖Sata‖e(g,g)ki‖e(g,g)ri,2‖TSi,1). (4)

If Eq. (4) is verified to be correct, Sata formulates a mes-
sage Msg2 = Sata‖GS‖MACa,1‖TSa,1, where MACa,1 =
H(Sata‖GS‖TSa,1) is the message authentication code and
TSa,1 is the current timestamp, and it sends Msg2 to GS.
Step-3: When GS receives Msg2, it first checks the

correctness of MACa,1 by computing

MACa,1
?= H

(
Sata‖GS‖TSa,1

)
. (5)

If Eq. (5) is verified to be correct, GS generates the ciphertext
tuple cs = (cs,1, cs,2, cs,3), which is{

cs,1 = grs , cs,2 =
(
gH(Sata)

1 · h
)rs

,

cs,3 = gus1 · H(e(g1, g2)
rs),

(6)

where rs ∈ Z
∗
p. Meanwhile, GS generates the message

authentication code MACs,1 = H(GS‖Sata‖gus1 ‖TSs,1), where
TSs,1 is the current timestamp. In addition, GS formulates a
message Msg3 = GS‖Sata‖cs‖MACs,1‖TSs,1, and it delivers
Msg3 towards Sata.

Step-4: After receiving Msg3, Sata first decrypts the
ciphertext cs with its secret key (ska,1, ska,2), which is

cs,3/H

(
e
(
cs,1, ska,1

)
e
(
cs,2, ska,2

)
)

= gus1 · H(e(g1, g2)
rs
)
/H

⎛
⎜⎝e
(
grs , gα

2 ·
(
gH(Sata)

1 · h
)ua)

e
((
gH(Sata)

1 · h
)rs

, gua
)

⎞
⎟⎠

= gus1 · H(e(g1, g2)
rs
)
/H
(
e(g1, g2)

rs
)

= gus1 . (7)

Meanwhile, Sata verifies the correctness ofMACs,1 by check-

ing MACs,1
?= H(GS‖Sata‖gus1 ‖TSs,1). If MACs,1 is verified

to be correct, Sata re-encrypts the ciphertext ci into a
ciphertext ĉi = (ci,1, ci,2, ci,4) of GS, which is

ci,4 = ci,3 · e
(
cH(gs)−H(Sata)
i,1 , gus1

)
. (8)

In addition, Sata generates the message
authentication code, which is MACa,2 =
H(Sata‖vi‖GS‖e(g, g)ki‖gus1 ‖gxa‖TSi,1‖TSa,2), where
xa ∈ Z

∗
p. Finally, Sata formulates a message

Msg4 = Sata‖vi‖GS‖ĉi‖gxa‖MACa,2‖TSi,1‖TSa,2, and
delivers it to GS.
Step-5: When GS receives Msg4, GS decrypts ĉi with the

secret key (sks,1 = gα
2 · (gH(s)

1 · h)us , sks,2 = gus), which is

e(g, g)ki = ci,4 · e(ci,2, sks,2)
e
(
ci,1, sks,1

) . (9)

Furthermore, GS verifies the correctness of MACa,2, which is

MACa,2
?= H

(
Sata‖vi‖GS

∥∥∥e(g, g)ki∥∥∥gus1

∥∥gxa∥∥TSi,1‖TSa,2).
(10)
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If Eq. (10) is verified to be correct, GS
authenticates Sata, and formulates a message
Msg5 = GS‖Sata‖gxs‖vi‖MACs,2‖TSs,2, where
TSs,2 is the current timestamp and MACs,2 =
H(GS‖vi‖Sata‖gxs‖e(g, g)ki‖TSs,2) is the message authenti-
cation code. Besides, GS generates user-plane the session
key ki−s = H(e(g, g)ki·xs‖TSi,1‖TSs,2) shared with vi, and
the session key ka−s = H(gxa·xs‖TSa,1‖TSs,1) shared with
Sata. Finally, GS sends Msg5 towards Sata.
Step-6: After receiving Msg5, Sata first verifies

the correctness of MACs,2. If MACs,2 is verified
to be correct, Sata authenticates GS by guarantee-
ing that GS can correctly recover the key generator
e(g, g)ki . Meanwhile, Sata generates the session key
ka−s = H(gxs·xa‖TSa,1‖TSs,1) shared with GS. Besides,
Sata generates the control-plane session key shared with
vi, which is ki−a = H(e(g, g)ki·xa‖TSi,1‖TSa,3) and TSa,3 is
the current timestamp. Furthermore, Sata encrypts the key
generator gxs with ki−a to protect the routing information.
In addition, Sata generates the message authentication
code MACa,3 = H(Sata‖vi‖gxa‖GS‖gxs‖TSs,2‖TSa,3).
Finally, Sata formulates a message Msg6 =
Sata‖vi‖gxa‖Encki−a(GS‖gxs‖TSs,2)‖MACa,3‖TSa,3, and
delivers it towards vi, where Enc(·) is symmetric encryption
algorithm like AES.
Step-7: After receiving Msg6, vi first calculates the

control-plane session key ki−a = H(e(gki , gxa)‖TSi,1‖TSa,3),
and exploits ki−a to decrypt Encki−a(GS‖gxs‖TSs,2).
Meanwhile, vi verifies the correctness of MACa,3

?=
H(Sata‖vi‖gxa‖GS‖gxs‖TSs,2‖TSa,3). If MACa,3 is verified
to be correct, vi generates the user-plane session key
ki−s = H(e(gki , gxs)‖TSi,1‖TSs,2) shared with GS.

C. INTER-SATELLITE HANDOVER PHASE
In this subsection, we show the key establishment process
during inter-satellite handover, and Fig. 3 shows the message
flows between the involved entities, i.e., vi, Sata and Satb.
When Sata orbits out of the coverage of vi, the accessing
satellite switches from Sata towards Satb.
Step-1: Sata formulates a message Msg1 =

Sata‖Satb‖MACa,1‖TSa,1, and delivers it towards Satb,
where MACa,1 = H(Sata‖Satb‖TSa,1) is the message
authentication code and TSa,1 is the current timestamp.
Meanwhile, Sata sends the message Msg1 towards Satb.
Step-2: When Satb receives the message Msg1, it first

verifies the correctness of MACa,1. If MACa,1 is verified to
be correct, Satb generates the ciphertext of gub1 , which is{

cb,1 = grb , cb,2 =
(
gH(Satb)

1 · h
)rb

,

cb,3 = gub1 · H(e(g1, g2)
rb).

(11)

Meanwhile, Satb generates the message authentication code
MACb,1 = H(Satb‖Sata‖gxb‖gub1 ‖TSb,1), formulates a mes-
sage Msg2 = Satb‖Sata‖gxb‖cb‖MACb,1‖TSb,1, and it sends
Msg2 towards Sata.

Algorithm 1 Stack_Generation({e(g, g)ki , i ∈ K})
for i = 1 to (n− 2) do
wi = e(g, g)ki+1−ki+2 ;
Push(wi);

end for
wn−1 = ∏

i∈K,i �=n e(g, g)−ki ;
Push(wn−1);
Output: Stack S

Step-3: After receiving Msg2, Sata decrypts gub1 with its
secret key (skb,1 = gα

2 · (gH(Satb)
1 ·h)ub, skb,2 = gub), which is

gub1 = cb,3/H

(
e
(
cb,1, skb,1

)
e
(
cb,2, skb,2

)
)

. (12)

Meanwhile, Sata verifies the correctness of MACb,1.
If MACb,1 is verified to be correct, Sata encrypts
Satb‖gxb with the session key ki−a, which is
Encki−a(Satb‖gxb‖TSb,1). In addition, Sata gener-
ates the message authentication code MACa,i =
H(Sata‖vi‖Satb‖gxb‖TSb,1‖TSa,i), formulates a message
Msga−i = Sata‖vi‖Encki−a(Satb‖gxb‖TSb,1)‖MACa,i‖TSa,i,
and delivers it towards vi, where TSa,i is the current
timestamp.
Step-4: When vi receives Msga−i, it first decrypts

Encki−a(Satb‖gxb‖TSb,1) with the session key ki−a, and ver-
ifies the correctness of MACa,i. If MACa,i is verified to
be correct, vi generates the message authentication code
MACi,a = H(vi‖Sata‖Satb‖gxb‖TSb,1‖TSi,a), formulates a
message Msgi−a = vi‖Sata‖MACi,a‖TSi,a, and delivers it
to Sata. Besides, vi generates the session key ki−b =
H(e(gxb , gki)) shared with Satb.
Step-5: After receiving the handover responses from a

group K of n users, Sata first verifies the correctness of
{MACi,a, i ∈ K}. If they are verified to be correct, Sata aggre-
gates the received ciphertext contained in the set {ci, i ∈ K},
and derives the aggregated ciphertext (Ĉ1, Ĉ2, Ĉ3), which is⎧⎪⎪⎨
⎪⎪⎩
Ĉ1 = ∏

i∈K ci,1 = g
∑

i∈K ri,1 ,

Ĉ2 = ∏
i∈K ci,2 =

(
gH(Sata)

1 · h
)∑

i∈K ri,1
,

Ĉ3 = ∏
i∈K ci,3 = e(g, g)

∑
i∈K ki · e(g1, g2)

∑
i∈K ri,1 .

(13)

Meanwhile, Sata re-encrypts Ĉ3 with Satb’s re-encryption
key gub1 , and derives a new ciphertext Ĉ4, which is Ĉ4 =
Ĉ3 · e(ĈH(Satb)−H(Sata)

1 , gub1 ). Furthermore, Sata generates a
stack S based on the key generators {e(g, g)ki , i ∈ K},
following the steps defined in Algorithm 1. Here we
exploit a stack to characterize the sequential storage of
the elements in the stack, which contains the sequen-
tial vector [w1,w2, . . . ,wn−1]T , and the storage of the
vector is based on the last in first out (LIFO) princi-
pal. Besides, Sata generates the message authentication
code MACa,2 = H(Sata‖Satb‖e(g, g)k1‖ · · · ‖e(g, g)kn‖TSa,2)
of set K, where TSa,2 is the current timestamp.
Finally, Sata formulates a handover message Msg3 =

646 VOLUME 3, 2022



FIGURE 3. Message Flows during Inter-satellite Handover.

Algorithm 2 Generator_Recovery(Stack S , wn)
yn = Pop(S) · wn
zn = wn/yn
for i = (n− 1) to 2 do
yi = yi+1 · Pop(S);
zi = zi+1/yi;

end for
y1 = z2;
Output: Y = {yn, yn−1, ..., y2, y1}

Sata‖Satb‖(Ĉ1, Ĉ2, Ĉ4)‖S‖−→TSa‖MACa,2‖TSa,2, and sends it
to Satb.
After receiving Msg3, Satb first decrypts wn =

e(g, g)
∑

i∈K ki , which is

wn = e(g, g)
∑

i∈K ki =
Ĉ4 · e

(
Ĉ2, skb,2

)
e
(
Ĉ1, skb,1

) . (14)

Meanwhile, Satb first derives the sequential vector
W = [wn−1, . . . ,w2,w1]T , by recovering the value
set Y with Algorithm 2, and finally obtains the
key generator set Y = {yn, yn−1, . . . , y2, y1} =
{e(g, g)kn , e(g, g)kn−1 , . . . , e(g, g)k2 , e(g, g)k1}. Furthermore,
Satb verifies the correctness of MACa,2 with the
recovered key generator set Y . In addition, Satb
generates a message authentication code MACb,2 =
H(Satb‖Sata‖e(g, g)k1‖ · · · ‖e(g, g)kn‖TSb,2), formulates a
message Msg4 = Satb‖Sata‖MACb,2‖TSb,2, and delivers
Msg4 towards Sata, where TSb,2 is the current times-
tamp. Finally, Satb computes the session key ki−b =
H((e(g, g)ki)xb) shared with each vehicle vi.
Step-6: After receiving Msg4, Sata first verifies the cor-

rectness of MACb,2, and if MACb,2 is verified to be correct,
Sata can authenticate Satb.

V. SECURITY ANALYSIS
In this section, we analyze the security properties of the
proposed secure user access and inter-satellite handover
scheme in an LEO constellation, in terms of confidentiality,
authentication, and backward/forward key separation.
Confidentiality: We first analyze the goal of confiden-

tiality during the User Access Phase. For the control-plane
confidentiality, the key generator e(g, g)ki of vehicle vi is
protected with the ciphertext tuple (ci,1, ci,2, ci,3). Since the
identity-based proxy re-encryption system [17] we exploit is
proven to be semantically secure under the (k, t, ε)− dBDH
assumption, the key generator e(g, g)ki can be successfully
protected. Even though the key generator e(g, g)ki is shared
with GS, the construction of the session key ki−a also
requires the secret value xa at the Sata side. Meanwhile, the
key establishment at the vi side requires both the value of gxa

and gki , and only vi can recover the value of gki . Therefore,
only vi and Sata can generate the control-plane session key
ki−a. For the user-plane confidentiality, our scheme first gen-
erates the re-encrypted ciphertext (ci,1, ci,2, ci,4), which is
proven to be secure. Given the re-encrypted ciphertext-tuple
(ci,1, ci,2, ci,4) generated by Sata, only GS can decrypt the
value e(g, g)ki for the establishment of the user-plane session
key ki−s. Even though Sata can obtain the value e(g, g)ki ,
Sata still cannot recover the session key ki−s without the
secret value xs. Thus, the security goal of confidentiality
can be achieved during the User Access Phase.

During the Inter-satellite Handover Phase, Sata aggre-
gates the received ciphertexts (ci,1, ci,2, ci,3), i ∈ K for
(Ĉ1, Ĉ2, Ĉ3), re-encrypts it to derive a new ciphertext
(Ĉ1, Ĉ2, Ĉ4), and delivers it towards Satb with the stack
S . For Satb, it decrypts (Ĉ1, Ĉ2, Ĉ4) for the aggregated
key generator wn = e(g, g)

∑
i∈K ki , and then recovers the

key generators {e(g, g)k1 , e(g, g)k2 , . . . , e(g, g)kn}. Without
Satb’s secret key skb, the key generators cannot be recovered
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merely based on content stored in the stack S . Therefore,
the security goal of confidentiality can be achieved during
the Inter-satellite Handover Phase.
Authentication: During the User Access Phase, vi authen-

ticates itself towards Sata through an identity-based signature
proposed in [18], which is proven to be semantically secure
on k-CCA. Given the signature pair (σi,1, σi,2), Sata can
authenticate the correctness of the key generator e(g, g)ki .
After receiving Msg6, vi can authenticate Sata by checking
the MACa,3, which contains the key generator e(g, g)ki , this
is because only Sata can decrypt (ci,1, ci,2, ci,3). Based on
the ciphertext cs contained in Msg3 and MACa,2 contained in
Msg4, the authentication of Sata towards GS can be achieved
through the successful recovery of the re-encryption key gus1 .
Furthermore, based on ĉi contained inMsg4 and MACs,2 con-
tained in Msg5, the authentication of GS towards Sata can
be achieved through the successful decryption of the key
generator e(g, g)ki .
During the Inter-satellite Handover Phase, Sata can

authenticate itself towards Satb, based on the ciphertext cb
contained in Msg2 and MACa,2 contained in Msg3, by the
recovery of the re-encryption key gub1 . On the other hand,
Satb can authenticate itself towards Sata through the deriva-
tion of the key generators contained in Msg4. Therefore,
the security goal of authentication can be achieved in the
proposed scheme.
Backward/Forward Key Separation: The proposed scheme

also achieves the security goal of forward/backward key
separation. Since the user-plane session key ki−s is only
shared between GS and vi, it keeps unchanged during each
inter-satellite handover, and we only consider the key sepa-
ration in the control-plane. For the backward key separation,
the construction of the session key ki−a shared between
Sata and vi requires the recovery of e(g, g)ki contained in
(ci,1, ci,2, ci,3), which can only be decrypted by Sata and it
cannot be decrypted by Satb before handover.
For the forward key separation, the construction of the

session key ki−b requires the recovery of the genera-
tor e(g, g)ki , which is contained in the ciphertext tuple
(Ĉ1, Ĉ2, Ĉ4) and the stack S . Simply based on the value
vector {w1,w2, . . . ,wn−1} contained in the stack S , it is
impossible to infer the value of the set Y = {y1, y2, . . . , yn}.
This is because there is infinite possible solutions of a equa-
tion set with n−1 equations and n unknown variables. Thus,
if an adversary obtains the stack S , the set Y still cannot
be recovered without wn. Even though Sata can also obtain
the value e(g, g)ki , the construction of the session key ki−b
includes the secret value xb at Satb side, which is unknown
by Sata. Thus, the security goal of forward/backward key
separation can be achieved.

VI. PERFORMANCE EVALUATIONS
In this section, we evaluate the performance of the proposed
secure user access and inter-satellite handover mechanism
in an LEO constellation. We first show a traditional scheme

for comparison, and then we compare and illustrate the effi-
ciency of the proposed scheme in terms of computational
and communication efficiency. We compare the proposed
scheme with a traditional scheme without the identity-based
proxy re-encryption scheme. For a vehicle vi, it performs
the following steps to generate the service request.

• Since the proposed scheme does not consider the proxy
re-encryption process, to achieve both the control-
plane and user-plane key establishments, vi selects
two random numbers (r̂i,1, k̂i,1) ∈ Z

∗
p to generate the

identity-based ciphertext pairs,⎧⎨
⎩ ĉai,1 = gr̂i,1 , ĉai,2 =

(
gH(Sata)

1 · h
)r̂i,1

,

ĉai,3 = e(g, g)k̂i,1 · e(g1, g2)
r̂i,1,

(15)

in which e(g, g)k̂i,1 is a generator for the control-plane
session key k̂i−a shared between Sata and
Vi. Meanwhile, it generates the corresponding
identity-based signature pair (σ̂ ai,1, σ̂

a
i,2). To achieve

the user-plane key establishment, vi selects another
two random numbers (r̂i,2, k̂i,2) ∈ Z

∗
p to compute the

ciphertext pairs,⎧⎨
⎩ ĉsi,1 = gr̂i,2 , ĉsi,2 =

(
gH(gs)

1 · h
)r̂i,2

,

ĉsi,3 = e(g, g)k̂i,2 · e(g1, g2)
r̂i,2,

(16)

where e(g, g)k̂i,2 is a generator for the user-plane ses-
sion key k̂i−s shared between GS and vi. Besides,
it generates the corresponding identity-based signa-
ture pair (σ̂ si,1, σ̂

s
i,2) with the key generator e(g, g)k̂i,2 .

Finally, vi formulates an access request ˆReqv−a =
ĉai ‖σ̂ ai ‖ĉsi‖σ̂ si ‖T̂Si, and sends it towards Sata.

• For Sata, it first decrypts the key generator e(g, g)k̂i,1

with its private key (ska,1, ska,2), and verifies the
correctness of the key generator with the signature
pair (σ̂ ai,1, σ̂

a
i,2). Furthermore, Sata delivers the request

ˆReqv−s = ĉsi‖σ̂ si ‖T̂Si towards GS. After receiving
ˆReqv−s, GS decrypts the key generator e(g, g)k̂i,2 with

the private key (sks,1, sks,2), and verifies its correctness
of the signature pair (σ̂ si,1, σ̂

s
i,2).

• During the handover process, vi selects two random
numbers (r̂i,3, k̂i,3) ∈ Z

∗
p, and generates the ciphertext

pairs, which is⎧⎨
⎩ ĉbi,1 = gr̂i,3 , ĉbi,2 =

(
gH(Satb)

1 · h
)r̂i,3

,

ĉbi,3 = e(g, g)k̂i,3 · e(g1, g2)
r̂i,3 .

(17)

Meanwhile, vi also generates the identity-based
signature pair (σ̂ bi,1, σ̂

b
i,2) with the key generator

e(g, g)k̂i,3 . Besides, vi formulates a handover request
HO_msgv−b = ĉbi ‖σ̂ bi ‖T̂Si, and sends it to Satb through
the forwarding of Sata. For Satb, it also decrypts the key
generator e(g, g)k̂i,3 with its private key (skb,1, skb,2),
and verifies its correctness of the signature (σ̂ bi,1, σ̂

b
i,2).
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A. COMPUTATIONAL EFFICIENCY
In this subsection, we demonstrate the computational effi-
ciency of the proposed scheme. Specifically, we test the
performance by using a desktop with Windows 10 Enterprise
platform, Intel Core i7-8700 CPU @ 3.20GHz 3.19GHz pro-
cessor, and 8.00 GB RAM. Furthermore, we exploit the
Java Pairing-Based Cryptography Library (JPBC) Type-A1
generator for the bilinear parameters. In addition, we test
the computational costs of one exponentiation operation in
G, one exponentiation operation in GT , and that of one
bilinear pairing operation, and we derive the test results of
T1
exp = 7.92 ms, T2

exp = 0.55 ms, and Tbp = 4.39 ms.

1) USER ACCESS PHASE

In Step-1, vi takes 4 exponentiation operations in G and 3
exponentiation operation in GT to generate Msg1. In Step-2,
Sata it takes 2 bilinear pairing operations to decrypt the
ciphertext (ci,1, ci,2, ci,3), as well as 1 exponentiation oper-
ation in G, 1 exponentiation operation in GT , and 1 bilinear
pairing operation to verify the correctness of σi. In Step-3,
GS performs 3 exponentiation operations in G and 1 expo-
nentiation operation in GT to generate cs. In Step-4, Sata
takes 2 bilinear pairing operations to decrypt cs, as well as 1
exponentiation operation in G and 1 bilinear pairing opera-
tion for proxy re-encryption. In Step-5, GS takes 2 bilinear
pairing operations for decryption, 1 exponentiation operation
in G to generate gxs , and 1 exponentiation operation in GT

to generate the user-plane session key ki−s. In Step-6, Sata
takes 1 exponentiation operation in G to generate gxa , and 1
exponentiation operation in GT to generate the control-plane
session key ki−a. Meanwhile, vi takes 2 bilinear pairing oper-
ations for the generation of ki−a and ki−s. Therefore, when
there exists n users, the computational complexity introduced
to each vehicle is 4 × T1

exp + 3 × T2
exp + 2 × Tbp, the com-

putational complexity introduced to Sata is (2 × T1
exp + 2 ×

T2
exp + 3 × Tbp) × n+ T2

exp + 3 × Tbp, and the computational
overhead introduced to GS is (T1

exp+T2
exp+2×Tbp)×n+3×

T1
exp + T2

exp.
For the compared traditional scheme, to generate n

ciphertext pairs and signature pairs, the computational over-
head of the vehicles is 6 × n × T1

exp + 6 × n × T2
exp.

Besides, the corresponding overhead for key establishment
is 2×n×T1

exp+2×n×Tbp. For Sata, the computational com-
plexity introduced for decryption, signature verification and
key establishment of n users is 2 × n× T2

exp + 4 × n× Tbp.
Meanwhile, the corresponding overhead of GS introduced
by n users is 2 × n× T2

exp + 4 × n× Tbp.
As shown in Fig. 4, during the User Access Phase, when

the scale of vehicles ranges between 1 to 20, the computa-
tional overhead introduced by the proposed scheme greatly
reduces in comparison with the traditional scheme. When
the number of vehicle is set to be 20, the computational
overhead of the proposed scheme during the user access
phase, is 1805.3 ms and that of the compared scheme
is 2552.2 ms.

FIGURE 4. Computational Complexity for Key Establishment during User Access.

2) INTER-SATELLITE HANDOVER PHASE

In Step-2, Satb takes 3 exponentiation operations in G and
1 exponentiation operation in GT to generate the ciphertext
cb; meanwhile, it takes 1 exponentiation operation in G to
generate the generator gxb . In Step-3, Sata exploits 2 bilin-
ear pairing operations for decryption. In Step-4, vi performs
1 bilinear pairing operation for the key generation of ki−b.
In Step-5, Sata performs 1 exponentiation operation in G

and 1 bilinear pairing operation for proxy re-encryption. On
the other hand, Satb takes 2 bilinear pairing operations for
decryption and n exponentiation operations in GT for key
generation. Thus, when there exists n users, the computa-
tional complexity of Sata is T1

exp+3×Tbp, the computational
complexity of Satb is n× T2

exp + 4 × T1
exp + T2

exp + 2 × Tbp,
and the computational complexity of each vehicle is Tbp.
In the traditional scheme, the computational overhead for

the ciphertext and signature generation of n users is 3 ×
n × T1

exp + 3 × n × T2
exp, and that of key establishment is

n× T1
exp + n× Tbp. The computational overhead introduced

by n users towards Satb is n× T2
exp + 5 × n× Tbp.

As shown in Fig. 5, during the Inter-satellite Handover
Phase, when the scale of vehicle ranges between 1 to 20,
our proposed scheme requires less computational complexity
than the traditional scheme. Specifically, when the num-
ber of vehicle is set to be 20, the corresponding overhead
of the proposed scheme is 160.9 ms, and that of the
traditional scheme is 1204.4 ms. The reduction of the com-
putational overhead in our proposed scheme is because of
the introduction of the proxy re-encryption technique and
the stack.

B. COMMUNICATION OVERHEADS
We exploit the Type-A1 bilinear pairing for the generation of
security parameters, in which each generator has the length
of 1024 bits. Meanwhile, the length of each timestamp is
set to be 32 bits, and that of each identity is 32 bits.

For the proposed scheme, during the User Access Phase,
the vi-to-Sata communication overhead of Msg1 is 5×1024+
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FIGURE 5. Computational Complexity for Key Establishment during Inter-satellite
Handover.

3×32 bits. Meanwhile, the Sata-to-GS communication over-
head of Msg2 is 1024 + 3 × 32 bits, and the GS-to-Sata
communication overhead of Msg3 is 4 × 1024 + 3 × 32 bits.
Furthermore, the Sata-to-GS communication overhead of
Msg4 is 4 × 1024 + 5 × 32 bits, and the GS-to-Sata com-
munication overhead of Msg5 is 2 × 1024 + 4 × 32 bits. In
addition, the Sata-to-vi overhead is 4 × 1024 + 3 × 32 bits.
Thus, when there exists n users, the involved communication
overhead of the User Access Phase is (13×n+5)×1024+
(15 × n+ 6) × 32 bits.

During the Inter-satellite Handover Phase, the
Sata-to-Satb communication overhead of Msg1 is
1024 + 3 × 32 bits, and the Satb-to-Sata communica-
tion overhead of Msg2 is 5×1024+3×32 bits. Meanwhile,
the Sata-to-vi communication overhead of Msga−i is
3 × 1024 + 3 × 32 bits, and vi-to-Sata communication
overhead of Msgi−a is 1024 + 3 × 32 bits. In addi-
tion, the Sata-to-Satb communication overhead Msg3 is
(n + 3) × 1024 + (n + 3) × 32 bits, and the Satb-to-Sata
communication overhead of Msg4 is 1024 + 3 × 32 bits.
Therefore, the communication overhead of the Inter-satellite
Handover Phase is (5×n+9)×1024+ (7×n+9)×32 bits.

For the traditional scheme, during the User Access Phase,
the overhead of the vi-to-Sata connection ĉai ‖σ̂ ai ‖ĉsi‖σ̂ si ‖T̂Si is
(10×1024+32) bits, the communication overhead introduced
by the Sata-to-vi connection Encki−a(GS‖gxs)‖MACa,1‖T̂Sa,1
is also (2×1024+32) bits. Meanwhile, the overhead of the
Sata-to-GS connection is ĉsi‖σ̂ si ‖T̂Si is (5 × 1024 + 32) bits.
Besides, during the Inter-satellite Handover Phase, the Sata-
to-vi communication overhead is (2 × 1024 + 32) bits, the
vi-to-Sata overhead of ĉbi ‖σ̂ bi ‖T̂S′

i is (5 × 1024 + 32) bits,

and the Sata-to-Satb overhead of ĉbi ‖σ̂ bi ‖T̂S′
i is (5 × 1024 +

32) bits.
Fig. 6 and Fig. 7 show the communication overheads

of the proposed scheme and the traditional scheme with
respect to the increase of vehicles, during both the User
Access and Secure Handover phases. As shown in Fig. 6,

FIGURE 6. Communication Overhead during User Access.

FIGURE 7. Communication Overhead during Secure Handover.

when the number of vehicle is 20, the communication over-
head of the proposed scheme is 281152 bits, and that
of the traditional scheme is 350080 bits. While during
the handover phase, the communication overhead of the
proposed scheme is 116384 bits when the number of vehi-
cles is 20, and the corresponding communication overhead
of the traditional scheme is 247680 bits. As shown in the
above figures, the communication overhead of the proposed
scheme is greatly reduced in comparison with the traditional
scheme.
To show the feasibility of the proposed scheme, we further

examine the relationship of the communication complexity
with the number of handover, as well as the average number
of users. During each inter-satellite handover, the communi-
cation overhead introduced is (5×n+9)×1024+(7×n+9)×
32 bits when there exists n vehicles. When it experiences
m handovers, the total communication overhead introduced
is ((5 × n + 9) × 1024 + (7 × n + 9) × 32) × m bits. As
shown in Fig. 8, when the number of vehicle is 20 and the
handover scale is 10, the communication overhead incurred
is 1.16 × 106 bits.
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FIGURE 8. Communication Overhead with Scale of Vehicles and Number of
Handovers.

VII. RELATED WORKS
In this section, we briefly review some works highly relevant
to our proposed scheme, i.e., key management schemes [19]
and secure handover mechanisms related to LEO satellite
constellations.

A. KEY MANAGEMENT SCHEMES IN LEO SATELLITE
NETWORKS
Chowdhury et al. in [20], [21] propose a key manage-
ment framework for a hybrid satellite network, which
securely and scalably distributes the cryptographic keys
for group communications. Howarth et al. in [22] address
the issue of efficient key management, for the protec-
tion of the satellite-based multi-cast traffic transmission.
Since the group scale and dynamics highly influence the
network overhead, the proposed scheme exploits a log-
ical key hierarchy (LKH) to reduce the life-cycle key
management costs. For the marine-based STIN scenario,
Shen et al. in [23] design a secure emergency data pro-
tection scheme. Specifically, the proposed scheme exploits a
block-design-based key agreement to achieve efficient com-
munication among the satellites. Besides, Li et al. in [24]
propose a network intrusion detection system in STIN, which
analyzes and resists malicious traffic, especially the dis-
tributed denial-of-service (DDoS) attacks. By exploiting an
ID-based framework, Gowri et al. in [25] propose an effi-
cient identity-based authentication scheme for the Automatic
dependent surveillance-broadcast (ADS-B) system, which is
pairing-free and supports batch verification.
However, the above key management schemes focus the

multicast or broadcast cases, which is different from the
LEO satellite scenario, which requires the control-plane and
user-plane key establishments. Besides, the main resource
bottleneck of the above schemes is the computational com-
plexity; however, for the LEO constellation, the resource
bottleneck also exists in the long propagation delay and the
communication overhead.

B. SECURE HANDOVER SCHEMES IN LEO SATELLITE
NETWORKS
To achieve the efficient handover between different satel-
lites, various handover mechanisms for satellite networks
have been proposed [26]–[28], and these mechanisms can be
characterized into three types: reinforcement learning, game
theory, and optimization criteria. Zhu et al. in [29] propose a
novel proactive group handover scheme for an LEO satellite
network, which partitions the users with similar patterns in
terms of the handover trajectory and mobility pattern into
groups. However, the above-mentioned schemes focus on
handover planning and do not consider any security issue.
Chang et al. in [30] propose an authentication scheme for
satellite communication systems; however, each authentica-
tion process involves the participation of the network control
center (NCC), which is unrealistic for our scenario with
ground stations deployed by third-parties. Meng et al. in [7]
propose a proxy signature-based authentication scheme for
SIN, in which the ground station produces a temporal dele-
gation for the satellite after authentication. However, when a
user migrates to a new satellite, the same authentication pro-
cess between the user and the satellite needs to be performed
again, which involves heavy overheads.
Yang et al. in [8] propose an anonymous and fast roaming

authentication scheme, which exploits the group signature to
provide anonymity for the roaming users. For example, when
a user roams to a foreign network, the foreign LEO can act
as a verifier to check the validity of the access request.
However, when a user attaches to a new satellite, a new ses-
sion key needs to be re-constructed following the identical
access authentication process, which involves heavy com-
munication and computation overheads. Xue et al. in [11]
present a lightweight key agreement protocol based on the
secret-sharing technology, in which the LEO satellites nego-
tiate a shared group key with the assistance of the GEO
satellites. When a user roams across different LEO satel-
lites, the overhead of the secure link re-establishment in
terms of the handover authentication phase can be greatly
reduced due to the construction of group keys. However, the
group key construction process requires the involvement of
the group manager and the GEO satellite. Meanwhile, due to
the dynamic changing topology of LEO satellites, the avail-
ability of GEO satellites and the update frequency of the
LEO satellite group also need to be carefully evaluated. In
addition, Xue et al. in [10] propose a secure access and han-
dover scheme for space information networks (SINs), which
does not require the online involvement of the network con-
trol center (NCC). However, the above scheme still fails to
consider the inter-satellite links in an LEO constellation.
In the above schemes, the secure handover mechanisms

only focus on the scenario in which the ground station
changes with the satellite. In the case of scarce ground
station deployment, we should also take the case when a
satellite cannot be directly linked to a ground station, and
the links established between the satellites also need to be
evaluated. Furthermore, the above schemes do not consider
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the separation of the control- and user-plane signaling during
the user access and inter-satellite handover phases.

VIII. CONCLUSION
In this paper, we have proposed an efficient and secure user
access and inter-satellite handover mechanism in an LEO
constellation-assisted beyond 5G system. With the proposed
scheme, the control- and the user-plane session keys can
be successfully established with high efficiency, during both
the user access and inter-satellite handover phases. Detailed
security analysis has been performed to demonstrate that our
scheme satisfies the security goals of confidentiality, authen-
tication, and backward/forward key separation. Performance
evaluations have shown that our proposed scheme greatly
outperforms the scheme without proxy re-encryption and
stack, in terms of computational complexity and commu-
nication overhead. In future work, we will consider the
design of security mechanisms for other LEO constellation
use cases, like secure self-organizing satellite networks with
high dynamics.
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